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l. WORLDWIDE

20 December 2022

EUROPE. The adoption of two European regulations,
DMA and DSA, on 12 October and 17 October 2022
respectively marks the introduction of new enforced
compliance measures for many ‘online intermediaries’
in order to better regulate unlawful online content.

EUROPE. The NIS 2 Directive was adopted on 10
November 2022 by the European Parliament and will
soon be implemented. It includes new risk manage-
ment procedures, the duty to report certain incidents
within 24 hours and fines of up to 2% of turnover.

NETHERLANDS. The Dutch Ministry of Justice com-
missioned a study on the Cloud Act, and concluded

that European entities that use American hardware
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or software may be subject to the US Cloud Act. This
will be particularly applicable to the European ‘trusted
clouds’, Blue and S3ns, which are based on Microsoft
and Google systems respectively.

IRELAND. On 15 September 2022, after the EDPB'’s
intervention, the Irish supervisory authority fined Ins-
tagram €405 million for processing minors’ personal
data in a breach of GDPR regulations.

AUSTRALIA. The Australian government has intro-
duced a bill that will significantly increase the maxi-
mum fine for data breach incidents to €32 million or
30% of turnover.

PASSWORDS. In its Deliberation No, 2022-100, the
French data protection authority (CNIL) adopted a
recommendation to define the minimum technical
and organisational requirements for authentication
by password or by any other non-shared information
(with the exception of cryptographic keys and se-
crets) in the processing of personal data.

DATA BREACH. On 18 October, the EDPS published
and submitted its new guidelines on notification of

lIl. SANCTIONS

personal data breaches to a public consultation. This
is simply an update of the requirements for notification
of a data breach by non-EU organisations.

CONVICTION. Uber’s former head of security has
been found guilty of obstructing the FTC’s investiga-
tion and hiding a crime from authorities by helping to
conceal a 2016 user data breach. He faces eight years
in prison and a $500,000 fine.

EDF. On 24 November 2022, the CNIL fined EDF
€600,000, predominantly for failing in its duties with
regards to commercial prospecting and individuals’
rights.

CLEARVIEW. The CNIL fined Clearview Al €20 million
and ordered it to stop processing the data of persons

in French territory, with an additional fine of €100,000
per day’s delay after two months.

DISCORD. The CNIL fined Discord Inc. up to
€£800,000 for (i) lack of a precise retention period, (ii)
lax password policy and (i) lack of a data protection
impact analysis (DPIA).


https://www.linformaticien.com/magazine/tendances/60130-l-ex-chef-de-la-securite-d-uber-juge-coupable-d-avoir-cache-le-vol-de-donnees.html
https://eur-lex.europa.eu/eli/reg/2022/1925/oj
https://eur-lex.europa.eu/eli/reg/2022/2065/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555&from=EN
https://www.ncsc.nl/documenten/publicaties/2022/augustus/16/cloud-act-memo
https://edpb.europa.eu/news/news/2022/record-fine-instagram-following-edpb-intervention_en
https://edpb.europa.eu/news/news/2022/record-fine-instagram-following-edpb-intervention_en
https://ministers.ag.gov.au/media-centre/tougher-penalties-serious-data-breaches-22-10-2022
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000046432885
https://edpb.europa.eu/system/files/2022-10/edpb_guidelines_202209_personal_data_breach_notification_targetedupdate_en.pdf
https://www.cnil.fr/fr/prospection-commerciale-et-droits-des-personnes-sanction-de-600-000-euros-lencontre-dedf
https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000046444859
https://www.cnil.fr/fr/sanction-de-800-000-euros-lencontre-de-la-societe-discord-inc

IV. MISCELLANEOUS

WHISTLEBLOWERS. The CNIL recently implement a
specific system to collect and process whistleblower
reports concerning breaches of personal data protec-
tion regulations and cybersecurity. In the case of other
breaches, the CNIL may forward the request to the
relevant body or to the French Defender of Rights.

COMPETITION. On 20 September, the Advocate Ge-
neral at the CJEU concluded that a competition au-
thority may, under certain conditions, investigate com-
mercial practices’ compliancy with GDPR regulations.

DPO. In a decision taken on 21 October 2022, the
French Council of State specified that the protection

»

of the DPO under GDPR rules does not prevent the
dismissal of a DPO ‘who no longer possesses the pro-
fessional qualities required to carry out his duties or
who does not carry them out in accordance with the
GDPR provisions.

BCR. A new recommendation relating to BCR Control-
lers was adopted on 14 November 2022 and was sub-
mitted for public consultation up to 10 January 2023.
This recommendation will amend the existing guide-
lines.
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https://curia.europa.eu/juris/document/document.jsf?docid=268788&doclang=FR
https://www.cnil.fr/fr/lanceurs-dalerte-adresser-une-alerte-la-cnil
https://curia.europa.eu/juris/document/document.jsf?text=&docid=265901&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=5583400
https://www.conseil-etat.fr/fr/arianeweb/CE/decision/2022-10-21/459254
https://edpb.europa.eu/news/news/2022/edpb-adopts-recommendations-application-approval-and-elements-and-principles-be_en

